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In Modbus TCP, the
message is “wrapped”
and sent over a
computer network
instead of serial data
cables.
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Modbus TCP/IP at a Glance
TCP/IP

TCP is Transmission Control Protocol and IP is Internet Protocol.
These protocols are used together and are the transport protocol for the
internet. When Modbus information is sent using these protocols, the
data is passed to TCP where additional information is attached and
given to IP. IP then places the data in a packet (or datagram) and
transmits it.

TCP must establish a connection before transferring data, since it is a
connection-based protocol. The Master (or Client in Modbus TCP)
establishes a connection with the Slave (or Server). The Server waits
for an incoming connection from the Client. Once a connection is
established, the Server then responds to the queries from the Client
until the client closes the connection.

Modbus RTU over TCP

Simply put, this is a Modbus RTU message transmitted with a TCP/IP
wrapper and sent over a network instead of serial lines. The Server
does not have a Slave ID since it uses an IP Address instead.

Modbus TCP

A Modbus Messaging Implementation Guide provided by Schneider
Automation outlines a modified protocol specifically for use over
TCP/IP. The main differences between Modbus RTU and Modbus
TCP are outlined here.

ADU & PDU

Aside from the main differences between serial and network
connections stated above, there are a few differences in the message
content.

Starting with the Modbus RTU message and removing the Slave ID
from the beginning and the CRC from the end results in the PDU,
Protocol Data Unit.

Here is an example of a Modbus RTU request for the content of analog
output holding registers # 40108 to 40110 from the slave device with
address 17.

11 03 006B 0003 7687
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The Modbus
Application Header
contains important
information to help
identify the message.
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11: The SlavelD Address (17 = 11 hex)

03: The Function Code (read Analog Output Holding Registers)
006B: The Data Address of the first register requested. (40108-40001
= 107 =6B hex)

0003: The total number of registers requested. (read 3 registers 40108
to 40110)

7687: The CRC (cyclic redundancy check) for error checking.

Removing the Slave ID and CRC gives the PDU:

03 006B 0003
MBAP Header

A new 7-byte header called the MBAP header (Modbus Application
Header) is added to the start of the message. This header has the
following data:

Transaction Identifier: 2 bytes set by the Client to uniquely identify
each request. These bytes are echoed by the Server since its responses
may not be received in the same order as the requests.

Protocol Identifier: 2 bytes set by the Client. Modbus TCP =00 00

Length: 2 bytes identifying the number of bytes in the message to
follow.

Unit Identifier: 1 byte set by the Client and echoed by the Server for
identification of a remote slave connected on a serial line or on other
buses.

«———— Modbus RTU Message ——»

MBAP Header ———— «— WModbus TCF/IP PDU —

Transaction ID|| Protocol ID Length || UnitlD -_

Modbus TCP/IP ADU >

Summary
The equivalent request to this Modbus RTU example

11 03 006B 0003 7687

in Modbus TCP is:
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0001 0000 0006 11 03 006B 0003

0001: Transaction Identifier

0000: Protocol Identifier

0006: Message Length (6 bytes to follow)

11: The Unit Identifier (17 = 11 hex)

03: The Function Code (read Analog Output Holding Registers)
006B: The Data Address of the first register requested. (40108-40001
=107 =6B hex)

0003: The total number of registers requested. (read 3 registers 40108
to 40110)

TCP/IP Wrapper

CONSTRUCTICN OF A TCP/IP-ETHERNET DATA PACKET
Application
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B&B Electronics started in 1981 manufacturing a single product, an RS-232 tester.
Since then B&B Electronics has had continuous growth in industrial
communications and automation. For a library of technical information and one of
industry’s most popular industrial electronics and communications catalogs, find
us at http://www.bb-elec.com

The information in this white paper was first published by Simply Modbus. In an
effort to bring our customers the best possible information, B&B Electronics has

received permission to republish this document. B&B Electronics thanks Simply

Modbus for allowing us to distribute this information to our customers. You can

visit their site at http://www.simplymodbus.ca
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